
BrowZer - CyberArk 

PART ONE - CyberArk Configuration 

1. Login into the CyberArk Admin Console and Click on Web Apps. 

 

2. From the Web Apps section, click on “Add Web Apps” and select “OpenID Connect” 

 



3. If you have Organizations setup, select the one you’ll assign this Application. 

 

4. In the next session, we need to configure the initial settings of our application.  

a. Select an ApplicationID. 

b. Add a Name. 

c. Select the appropiate Category based on your requirements and 
preferences. 

d. Remember to Copy the AppKey as we’ll use it later in the BrowZer 
configuration. 



 

5. Then click on “Trust” to configure the Service Provider and Authorized URLS. 

a. Create a Client Secret (you may use a random value or a UUID4 value as well) 

b. Take note of the Metadata URL and the Issuer URL, as we’ll use them later. 

c. For Each BrowZer application you configure, you must add its URL into the 
Authorized Redirect URIs and Post-Logout Redirect URIs. 



 

6. In the Tokens Screen, you need to configure the script to set the Claims needed. By 
default, CyberArk won’t send any Claim that hasn’t been set in this section. 

 



 

7. Now, we need to configure the General Authentication settings, in particular for the 
API Security, allowing each Domina for each BrowZer Application needed. 

 

8. Then, we need to assign the application to the appropiated Roles. For that Click on 
Core Services → Roles and click on the Role you want to assign the BrowZer 
Application. In this particular case for “Everyone”. 

var mail = LoginUser.Get('mail'); 

setClaim('email',mail); 

setClaim('mail',mail); 



 

9. Now click on “Assigned Applications” → Add” then select your recently create Web 
App. 

 

10. Finally, in order to deploy your new application. Return to the Web App and click on 
your recently created App. Then select “Permissions” and Grant the ones you 
required, basically “Grant”, “View” and “Automatically Deploy”. 

 



11. You can open the openID configuration and get the values for JWKS_URI and 
“Issuer” or get them from the step 5. 

 

  



PART TWO - THE JWT SIGNER  

1. Login into the NetFoundry Console then in Authentication and select JWT Signers → 
+ 

 

2. Fill the required information based on your application settings. Issuer and External 
Auth URL are the value as the “Issues” in your OpenID application. 

 



3. Then, create new Authentication Policy. 

 

4. Select your recently created JWT Signer and enable the JWT Based Authentication. 

 



PART THREE - THE BROWZER APP 

1. Click on BrowZer Apps then add a new one. 

 

2. Select your service and in case you require HTTPS, enable it. 

a. The OIDC Base URL is the same as the Issuer of your OpenID Application. 

b. The ClientID is the App ID or App Key. 

 



3. Test your successful login, remember create the identity and associate your newly 
create Authentication Policy 

  

 



 

 

 


