BrowZer - CyberArk
PART ONE - CyberArk Configuration

1. Login into the CyberArk Admin Console and Click on Web Apps.
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2. From the Web Apps section, click on “Add Web Apps” and select “OpenlD Connect”
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3. Ifyou have Organizations setup, select the one you’ll assign this Application.
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4. Inthe next session, we need to configure the initial settings of our application.
a. Selectan ApplicationlID.
b. AddaName.

c. Selectthe appropiate Category based on your requirements and
preferences.

d. Rememberto Copy the AppKey as we’ll use it later in the BrowZer
configuration.
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5. Then click on “Trust” to configure the Service Provider and Authorized URLS.

b. Take note of the Metadata URL and the Issuer URL, as we’ll use them later.
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Create a Client Secret (you may use a random value or a UUID4 value as well)

For Each BrowZer application you configure, you must add its URL into the

Authorized Redirect URIs and Post-Logout Redirect URIs.
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6. Inthe Tokens Screen, you need to configure the script to set the Claims needed. By
default, CyberArk won’t send any Claim that hasn’t been set in this section.
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7. Now, we need to configure the General Authentication settings, in particular for the
API Security, allowing each Domina for each BrowZer Application needed.
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8. Then, we need to assign the application to the appropiated Roles. For that Click on

Core Services »> Roles and click on the Role you want to assign the BrowZer

Application. In this particular case for “Everyone”.
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9. Now click on “Assigned Applications” > Add” then select your recently create Web
App.
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10. Finally, in order to deploy your new application. Return to the Web App and click on
your recently created App. Then select “Permissions” and Grant the ones you
required, basically “Grant”, “View” and “Automatically Deploy”.
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11.You can open the openlID configuration and get the values for JWKS_URI and
“Issuer” or get them from the step 5.

"authorization_endpoint™: "https:// i.id.cyberark.cloud/OAuth2/Authorize/browzer™,
"code_challenge_methods_supported": [

"plain",

"S256"
1
"jwks_uri": "https:// .id.cyberark.cloud/OAuth2/Keys/browzer",
“response_types_supported”: |

"code",

"id_token",

"id_token token",

"code id_token",

"code token",

"code id_ token token"
1,
"introspection_endpoint": "https:// .id.cyberark.cloud/OAuth2/Introspect/browzer",
"id_token_signing alg values_supported": [

"RS256™"
1,
"subject_types_supported": [

"public"”
1.
"issuer™: "https:// .id.cyberark.cloud/browzer/",
"userinfo_endpoint”: "https:// .1d.cyberark.cloud/OAuth2/UserInfo/browzer",
"token_endpoint": "https:// .id.cyberark.cloud/OAuth2/Token/browzer",
"scopes_supported": [

"openid”,

"profile"”,

"email",

"address"”,

"phone"
1,
"claims_supported”: [

"sub",

"name”,

"family name",

"given_name",

"picture",

"preferred_username”,

"email",

"email_verified"”,

"phone_number”,

"phone_number_verified",

"address",

"auth_time",

"aud”,

"iss",

"exp",

"iat"
1,
"end_session_endpoint”: "https://abm4626.id.cyberark.cloud/0OAuth2/EndSessionV2/browzer"

}




PART TWO - THE JWT SIGNER

1. Login into the NetFoundry Console then in Authentication and select JWT Signers >
+
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2. Fillthe required information based on your application settings. Issuer and External
Auth URL are the value as the “Issues” in your OpenlD application.

SIGNER NAME REQUIRED

CyberArk-Identity{ -

ISSUER @ REQUIRED

https:// .id.cyberark.cloud/browzer/

AUDIENCE @ REQUIRED

b1afebOe-

JWKS ENDPOINT @ REQUIRED

https://: iid.cyberark.cloud/OAuth2/Keys/browzer

MATCH JWT TO IDENTITY WHEN: @ REQUIRED

EQUALS

. Id O External Id

EXTERNAL AUTH URL @ OPTIONAL

https:/ .id.cyberark.cloud/browzer/




3. Then, create new Authentication Policy.

ICSDemo NATASHELL / ICSDEMO / AUTHENTICATION POLICIES

Certificate Authorities  JWT Signers  Authentication Palicies
Dashboard

A

Identities (Endpoints)

Certificate Based JWT Based Require JWT Require TOTP
Services
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Default @
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Metrics
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Authentication

4. Selectyourrecently created JWT Signer and enable the JWT Based Authentication.

POLICY NAME REQUIRED

CyberArk-Identity

PRIMARY AUTHENTICATION @

WT SIGNERS

Choose JWT Signers

X CyberArk-ldentity

SECONDARY AUTHENTICATION ©

Choose JWT Signers




PART THREE - THE BROWZER APP

1. Click on BrowZer Apps then add a new one.

NATASHELL / ICSDEMO / BROWZER APPS
Dashboard

BrowZer Apps  BrowZer Bootstrappers
Identities (Endpoints)

Services
Public URL Auth URL Status

Edge Routers

Policies (A
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Metrics
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Processes

Integrations
Authentication

BrowZer Apps

2. Selectyour service and in case you require HTTPS, enable it.
a. The OIDC Base URL is the same as the Issuer of your OpenlID Application.

b. The ClientID is the App ID or App Key.

1 APP NAME
Neuron-App
2 PRIMARY SETTINGS

SELECT THE APP ENTRY POINT ©

ICS-Neuron-App

3 PUBLIC ACCESS POINT SETTINGS

PUBLIC URL ©

https//  neuron .icslab.browzer.cloudzitiio i

4 USER AUTHENTICATION SETTINGS

OIDC BASE URL ©

https:// .id.cyberark.cloud/browzer/

CLIENT ID

b1afebOe-




3. Testyour successful login, remember create the identity and associate your newly
create Authentication Policy

IDENTITY NAME REQUIRED

Marcos-CyberArk

2 IDENTITY ATTRIBUTES @ OPTIONAL

Add attributes to group identities

X #ICS-Operator

Sk =

4 Select an Installer for Your OS

"—
SELECT AN INSTALLER .g

AUTHORIZATION POLICY © OPTIONAL

CyberArk-ldentity

marcos.schejtman@netfoundry.io
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